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EU Data Act – Information for Users of PALFINGER Connected Products 

What does it mean for you? 

The EU Data Act (Regulation (EU) 2023/2854) introduces a new legal framework that governs access to and 

use of data generated by connected products and related services. Effective from 12 September 2025, this 

regulation ensures that users of such products and services have the right to access and utilize data generated 

during the operation of their equipment and use of the connected service. 

As a global manufacturer of cranes and lifting solutions equipped with telematics and digital services, 

PALFINGER is fully committed to complying with the Data Act and supporting our customers, dealers, and 

partners in exercising their data rights. 

For PALFINGER to be able to further provide its products and services a Data Access and Use Agreement is 

required according to the Data Act.  

For this reason, by continuing to use PALFINGER products and the PALFINGER Connected service 

beyond 12 September 2025, you will be considered to have accepted the terms of the Data Access and 

Use Agreement. 

This agreement governs how PALFINGER collects, processes, and shares non-personal data generated by 

your equipment how you can access and use data, and your obligations in case you transfer the ownership of 

the equipment to a third party. 

Should you wish to opt out of PALFINGER collecting and utilizing data from your equipment, you may do so by 

contacting us at dataprotection@palfinger.com.  

Please note that opting out will result in the deactivation of all features and services that rely on equipment-

generated data. This includes, but is not limited to remote diagnostics, equipment-bound features of 

PALFINGER Connected, performance monitoring and analytics, and other digital services dependent on data 

transmission. 

The core mechanical functions of your equipment will remain fully operational and unaffected by this decision. 

For purchases of PALFINGER products or the Connected service after 12 September 2025, the Data Access 

and Use Agreement will be an integral part of the respective contractual framework. 

This following provides essential information for: 

• Equipment owners 

• Rental or leasing companies 

• Dealers and service partners 

• Fleet managers 

• Users of PALFINGER Connected 

What Products are we talking about? 

The Data Act basically covers all PALFINGER equipment that has an active telematic module installed. This 

applies to our Hookloader, Skiploader, Loader Crane, Marine Shipboard Crane, T&R Crane, Areal Work 

Platform and Truck Mounted Forklifts. 

Additionally, the Data Act applies to our digital service platform: PALFINGER Connected. 

What data is collected? 

Data Points per Product or Service 

PALFINGER products and services generate various types of data, including: 

• Usage data (e.g., operating hours, work cycles, used functions, tilting information) 

• Configuration data (e.g., activated functions, mounted accessories, stability settings) 

• Service data (e.g., Service interval, maintenance interval) 

• Location data (e.g., fleet management) 
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• Diagnostic data (e.g., error codes, warnings) 

• Performance metrics (e.g., fuel level, battery voltage, battery temperature, energy consumed from 

battery and charged) 

PALFINGER products can differ significantly in terms of functionality, which directly impacts the type and scope 

of data collected. For this reason, if you require a more detailed overview of the specific data points associated 

with a particular product or product category, we encourage you to contact us at dataprotection@palfinger.com.  

Data Collection Frequency 

The frequency with which data is collected varies depending on the nature of the data and the product in 

question. In general: Event-based data (e.g., operating hours, usage events) is recorded when specific actions 

or conditions occur; On-demand data is collected only upon request or triggered by specific diagnostics; 

Interval-based data (e.g., truck system supply voltage) is gathered at predefined time intervals. 

Data Volume 

The volume of data collected can also vary widely. It depends on factors such as the product type, its 

configuration, usage patterns, and the specific sensors or systems integrated into the product. 

Storage Location and Retention 

All data are stored encrypted (state of the art). The data is stored in two cloud data centres located in the EU 

with mutual synchronization. A live backup is thus established, which represents a safeguard against loss of the 

data. A historical backup of the data is not provided here. 

Data Classification 

Personal data refers to any information relating to an identified or identifiable natural person. Most operational 

data is non-personal, but some metadata may be classified as personal depending on context. 

Data Format 

Certain datasets are provided in a machine-readable format compliant with the AEMP 2.0 Telematics Standard 

(ISO 15143-3). Additional data may be made available upon request in formats such as JSON or XLS, 

depending on the nature and scope of the inquiry. 

Transfer/Access Medium 

The data is made available by the Data Holder either directly within the Related Service or via secure channels, 

such as encrypted links or certified data transmission platforms. 

How to Access Your Data 

Direct Access (Art. 3 Data Act) 

With PALFINGR Connected and equipment that has an active telematic module installed the transferred data 

can also be integrated into other Fleet Management Systems. 

The definitions of the AEMP API and the Export API are available through the Palfinger Developers Portal. To 

access the defined APIs access our instruction manual via the following link: https://www.palfinger.com/data-

protection/data-export-instructions.pdf  

Access by Request (Art. 4 & 5 Data Act) 

In accordance with Articles 4 and 5 of Regulation (EU) 2023/2854 (Data Act), users may submit data access 

requests at any time. Such requests can be initiated via email to dataprotection@palfinger.com or through the 

designated web form available at www.palfinger.com.  

The Data Holder shall ensure that all readily available data, along with the relevant metadata necessary for 

interpretation, is provided without undue delay, in a structured, commonly used, and machine-readable format, 

via secure electronic means. 
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